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How We Use T hem

* Imaging environment
* Print release stations

* Library kiosks (in development)



Motivations

* Robustness

* Ease of management and troubleshooting
* Server-side configuration
®* Current image at every boot

®* Out-of-warranty hardw are

* No dying hard drives



T he Basics

LinuxX

D iskless workstations

* Applications run locally

* Avoid traditional thin—client A A issues
* Some tolerance for server downtime
N o reliance on local drives

C onfiguration controlled on server

Boot using network resources



Preparing the Machines

* Enable PXE

* Set network booting to highest priority
®* Lock boot options

* Disable SATA controllers (optional)

* Remove hard drives (optional)



PX E

C lients find server using DHCP options

C onfiguration files on server specify kernel,

root file system,other boot parameters

C onfiguration files can be applied to

hardw are addresses,ip ranges

Kernel,initramfs downloaded viaTFTP



Early Userspace

Custom initramfs
Run rebuilt ipconfig
Mount NFS directory containing disk im age

Loopback mount disk image and chroot



Early Userspace init

Mdin/ipconfig ethO
din/mkdir hewroot
while [ | -e hewroot/mage ];do
if [ "${nfsroot% % ,x}" = "${nfsroot}" J;then
Mdin/mnfsmount ${nfsroot} mewroot

else

din/mhfsmount 0 ${nfsroot#=*} ${nfsroot% % .*¥> Mhewroot
fi
done
/binAosetup /devAoopO hewroot/mage
/bin/mount 4t ext2 devAdoopO hewroot/mnt
Mdin/mount 4+ tmpfs -0 size="2M " none hewroot/mnt/Adev/
Mdin/mknod hewroot/mnt/dev/console ¢ 5 1

Min/mknod hewroot/mntAdevmull c 1 3

exec /MHin/Lchroot mewroot/mnt /sbin/nit </dev/onsole >/dev/onsole 2>&1



Pretend /isW ritable

®* Create appropriate tmpfs,unionfs mounts
* sfetc, home, Amp, Aar

* Removerw /remount,fsck,file cleanup

from init scripts



/etc /rc.sysinit

bin/mount n +t tmpfstmpfs unionfs/etc -0 size=2M

Mdin/mount n +t unionfs unionfs /tc -0 dirs=/Auunionfs/etc=rw:/etc=ro

echo "tmpfs unionfs/etc tmpfs rw.,size=2M 0 0" >> /fetc/mtab

echo "unionfs /fetc unionfs rw.dirs= Aunionfs/etc=rw:/etc=ro 0 0" >> fetc/mtab
Mbin/mount n +t tmpfs tmpfs MnionfsAar -0 size=8M

Mdin/mount n 4t unionfs unionfs Aar -0 dirs=AunionfsAar=rw:Aar=ro

echo "tmpfs unionfsAar tmpfs rw,size=8M 0 0" >> fetc/mtab

echo "unionfs Aar unionfs rw.,dirs= AinionfsAar=rw:~Aar=ro 0 0" >> /fetc/mtab
Mdin/mount n +t tmpfstmpfs Amp 0 size=8M

echo "tmpfs Amp tmpfs rw.,size=8M 0 0" >> /fetc/mtab



Im plementations

* Imaging environment
* Print release stations

* Library kiosks (in development)



Im aging (G enie)

Bash scripts manage process
Im aging wrapper started by init scripts

List of tasks and image locations provided

by server-side script

Automated image installation leads to

reboot before login available

M anual usage possible for image creation,

troubleshooting



Im aging_wrapper

#lbin bash

mkdir Amp/imaging

cd Amp/maging

w get http://our.imaging.server /genie Aasks
export local_dev=/dev/da

export image_target=/dev/dal

export img_stor_root=/mnt/mg_stor
export image_dir=/mnt/img_stor/magecache

eval $ (sed 's/ /export /s/$// tasks)



im aging_w rapper (cont)

if [ "$partition” = "true" ]J;then
/foot/partition_drive

fi

mount -t vfat ddev/sda2 "$img_stor_root"

if [ "$download” = "true” ];then

/foot/download_im age

fi

if [ "$install” = "true” ]J;then
echo Installing image.T his will take a w hile...
/foot/install_image

fi

/foot/check_in
if [ "$reboot” = "true” ];then
/sbin feboot

fi



iInstall_Im age

#lbin bash

cat $image_dir/*.gz.* | gzip dc 1dd of=$image_target bs=4k &

while [ "$ (ps aux I grep sda[1])" ];do ps aux lgrep sda[1] lawk '{print "kill
s SIGUSR1 "$27} Ibash;sleep 20;done

start=% (printf "% 08x" $ (fdisk —-ul $local_dev Igrep "$image_target"” | awk
{print $37}))

printf "%b" "x${start:6:2 px ${start:4:2 P\ x ${start:2:2 ) x ${start:0:2}" 1dd of=
$image_target bs=1 count=4 seek=28

dd if= foot/mbr of=%$local_dev bs=446 count=1



Print Release Stations

®* Custom inittab
®* Only one virtual console

* Display manager is a shell script that

cleans home directory,starts X
* Lockeddown X
®* Restarts when Firefox exits
* R-kKiosk Firefox plugin
* Ratpoison window manager

* W eb application for print job release



Ausr/sbin/kioskdm

#l/bin /sh
MdinAumount /home Kkiosk
MdinAumount unionfs/home
Mdin/mount 4+ tmpfstmpfs Anionfshome -0 size=32M
Mdin/mount t unionfs unionfs home Akiosk -o
dirs= Aunionfs/home=rw:home/kiosk=ro

/MHin/su —command="Musr bin AXinit" kio sk



/home kKiosk/xinitrc

#lbin /sh

find mhome kiosk name sessionstore.js execrm {3\

Ausr bin fatpoison &

exec Ausrbin firefox —fullscreen



Print Release Stations

® Custom inittab
* Locked-down X

* ACPI configured to kill Firefox (restart X )

w hen power button pressed



/etc/acpi

./events/power:

event=button/power.*

action= /etc/acpi/fesetx.sh
/fresetx.sh:

#1/in /sh

killall firefo x



Library Kiosk Features

* Kerberos authentication

* Printing

* Saving filesto U SB devices
* Java applets

* Firefox plugins

* Audio

* Viewing PD Fs,videos,O ffice documents...



Particularly Helpful Sites

* http:/Www.gentoo -
wiki.info HOW TO _Read-

only_root_filesystem

* http:/Www.eng.uw aterloo.caswiki/tbinAiew /

Linux/ZAinuxKiosk
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Thanks.Q uestions?

For further information,contact

Fill out evaluations at:

http:/AWww.resnetsymposium.org/Aspm /evaluation/
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