
PX E/T h in -C l ie n t  
D ep lo ym en t s

D u st in  K in g
St u d e n t  C o m p u t in g, St an fo r d  U n iv e r si t y



H o w  W e U se T h em

• Im agin g e n v ir o n m en t

• Pr in t  r e le ase st at io n s

• L ib r ar y k io sk s (in  d eve lo pm en t )



M o t iv at io n s

• Ro b u st n e ss

• Ease o f m an agem en t  an d  t r o u b le sh o o t in g

• Se r ve r-sid e co n f igu r at io n

• C u r r e n t  im age at  eve r y b o o t

• O u t -o f-w ar r an t y h ar d w ar e

• N o  d y in g h ar d  d r ive s



T h e B asic s
• L in u x

• D isk le ss w o r k st at io n s

• A p p l ic at io n s r u n  lo c al ly

• A vo id  t r ad i t io n al t h in -c l ie n t  A /V  issu e s

• So m e t o le r an c e fo r  se r ve r  d o w n t im e

• N o  r e l ian c e o n  lo c al d r ive s

• C o n f igu r at io n  co n t r o l le d  o n  se r ve r

• B o o t  u sin g n e t w o r k  r e so u r c e s



Pr e p ar in g t h e M ach in e s

• En ab le  PX E

• Se t  n e t w o r k  b o o t in g t o  h igh e st  p r io r i t y

• L o c k  b o o t  o p t io n s

• D isab le  SA TA  co n t r o l le r s (o p t io n al)

• Rem o ve h ar d  d r ive s (o p t io n al)



PX E

• C lie n t s f in d  se r ve r  u sin g D H C P o p t io n s

• C o n f igu r at io n  f i le s o n  se r ve r  sp e c i fy  k e r n e l, 
r o o t  f i le  sy st em , o t h e r  b o o t  p ar am e t e r s

• C o n f igu r at io n  f i le s can  b e ap p l ie d  t o  
h ar d w ar e ad d r e sse s, ip  r an ge s

• K e r n e l, in i t r am fs d o w n lo ad e d  v ia T FT P



Ear ly  U se r sp ac e

• C u st o m  in i t r am fs

• Ru n  r e b u i l t  ip c o n f ig

• M o u n t  N FS d ir e c t o r y c o n t ain in g d isk  im age

• L o o p b ac k  m o u n t  d isk  im age an d  ch r o o t



Ear ly  U se r sp ac e in i t
/b in /ip c o n f ig e t h 0

/b in /m k d ir  /n ew r o o t

w h i le  [ ! -e /n ew r o o t /im age ]; d o

    if [ "$ {n fsr o o t % % ,*}" =  "$ {n fsr o o t }" ]; t h e n

        /b in /n fsm o u n t  $ {n fsr o o t } /n ew r o o t

    e lse

        /b in /n fsm o u n t  -o  $ {n fsr o o t #*,} $ {n fsr o o t % % ,*} /n ew r o o t

    fi

d o n e

/b in /lo se t u p  /d ev/lo o p 0 /n ew r o o t /im age

/b in /m o u n t  -t  e x t 2 /d ev/lo o p 0 /n ew r o o t /m n t

/b in /m o u n t  -t  t m p fs -o  size = "2M " n o n e /n ew r o o t /m n t /d ev/

/b in /m k n o d  /n ew r o o t /m n t /d ev/co n so le  c 5 1

/b in /m k n o d  /n ew r o o t /m n t /d ev/n u l l c 1  3

e x e c /b in /c h r o o t  /n ew r o o t /m n t  /sb in /in i t  </d ev/co n so le >/d ev/co n so le 2>&1



Pr e t e n d  / is W r i t ab le

• C r e at e ap p r o p r iat e  t m p fs, u n io n fs m o u n t s

• /e t c ,  /h o m e ,  /t m p ,  /var

• Rem o ve r w  / r em o u n t , fsc k , f i le  c le an u p  
fr o m  in i t  sc r ip t s



/e t c/r c .sy sin i t
...

/b in /m o u n t  -n  -t  t m p fs t m p fs /u n io n fs/e t c -o  size = 2M

/b in /m o u n t  -n  -t  u n io n fs u n io n fs /e t c -o  d ir s= /u n io n fs/e t c= r w :/e t c= r o

e c h o  "t m p fs /u n io n fs/e t c t m p fs r w ,size = 2M  0 0" >> /e t c/m t ab

e c h o  "u n io n fs /e t c u n io n fs r w ,d ir s= /u n io n fs/e t c= r w :/e t c= r o  0 0" >> /e t c/m t ab

/b in /m o u n t  -n  -t  t m p fs t m p fs /u n io n fs/v ar  -o  size= 8M

/b in /m o u n t  -n  -t  u n io n fs u n io n fs /var  -o  d ir s= /u n io n fs/v ar = r w :/v ar = r o

e c h o  "t m p fs /u n io n fs/v ar  t m p fs r w ,size = 8M  0 0" >> /e t c/m t ab

e c h o  "u n io n fs /var  u n io n fs r w ,d i r s= /u n io n fs/v ar = r w :/v ar = r o  0 0" >> /e t c/m t ab

/b in /m o u n t  -n  -t  t m p fs t m p fs /t m p  -o  size = 8M

ech o  "t m p fs /t m p  t m p fs r w ,size = 8M  0 0" >> /e t c/m t ab



Im p lem en t at io n s

• Im agin g e n v ir o n m en t

• Pr in t  r e le ase st at io n s

• L ib r ar y k io sk s (in  d eve lo pm en t )



Im agin g (G en ie)

• B ash  sc r ip t s m an age p r o c e ss

• Im agin g w r ap p e r  st ar t e d  b y in i t  sc r ip t s

• L ist  o f t ask s an d  im age lo c at io n s p r o v id e d  
b y se r ve r-sid e sc r ip t

• A u t o m at e d  im age in st al lat io n  le ad s t o  
r e b o o t  b e fo r e lo gin  avai lab le

• M an u al u sage p o ssib le  fo r  im age c r e at io n , 
t r o u b le sh o o t in g



im agin g_ w r ap p e r
#!/b in /b ash

m k d i r  /t m p /im agin g

c d  /t m p /im agin g

w ge t  h t t p ://o u r.im agin g.se r ve r /ge n ie /t ask s

e x p o r t  lo c al_ d ev= /d ev/sd a

e x p o r t  im age _ t ar ge t = /d ev/sd a1

e x p o r t  im g_ st o r _ r o o t = /m n t /im g_ st o r

e x p o r t  im age _ d ir = /m n t /im g_ st o r /im age c ac h e

ev al $(se d  's/̂ /e x p o r t  /; s/$ /;/' t ask s)

...



im agin g_ w r ap p e r  (co n t )
i f [ "$ p ar t i t io n " =  "t r u e " ]; t h e n

    /r o o t /p ar t i t io n _ d r ive

f i

m o u n t  -t  v fat  /d ev/sd a2 "$ im g_ st o r _ r o o t "

i f [ "$ d o w n lo ad " =  "t r u e " ]; t h e n

    /r o o t /d o w n lo ad _ im age

f i

i f [ "$ in st al l" =  "t r u e " ]; t h e n

    e ch o  In st al l in g im age . T h is w i l l t ak e a w h i le ...

    /r o o t /in st al l_ im age

f i

/r o o t /c h e c k _ in

i f [ "$ r e b o o t " =  "t r u e " ]; t h e n

    /sb in /r e b o o t

f i



in st al l_ im age
#!/b in /b ash

c at  $ im age_ d ir /*.gz.* | gz ip  -d c | d d  o f= $ im age _ t ar ge t  b s= 4k  &

w h i le  [ "$(p s au x  | gr e p  sd a[1 ])" ]; d o  p s au x  | gr e p  sd a[1 ] | aw k  '{p r in t  "k i l l 

-s SIG U SR 1  "$ 2}' | b ash ; sle e p  20; d o n e

st ar t = $(p r in t f "% 08x " $(fd isk  -u l $ lo c al_ d ev | gr e p  "$ im age _ t ar ge t " | aw k  

'{p r in t  $ 3}'))

p r in t f "% b " "\x $ {st ar t :6 :2}\x $ {st ar t :4 :2}\x $ {st ar t :2 :2}\x $ {st ar t :0:2}" | d d  o f=

$ im age_ t ar ge t  b s= 1  co u n t = 4 se e k = 28

d d  if= /r o o t /m b r  o f= $ lo c al_ d ev b s= 446 co u n t = 1



Pr in t  R e le ase St at io n s
• C u st o m  in i t t ab

• O n ly o n e v ir t u al c o n so le

• D isp lay m an age r  is a sh e l l sc r ip t  t h at  
c le an s h o m e d ir e c t o r y, st ar t s X

• L o c k e d -d o w n  X

• Re st ar t s w h e n  Fir e fo x  e x i t s

• R-k io sk  Fir e fo x  p lu gin

• Rat p o iso n  w in d o w  m an age r

• W eb  ap p l ic at io n  fo r  p r in t  jo b  r e le ase



/u sr /sb in /k io sk d m
#!/b in /sh

/b in /um o u n t  /h o m e/k io sk

/b in /um o u n t  /u n io n fs/h o m e

/b in /m o u n t  -t  t m p fs t m p fs /u n io n fs/h o m e -o  size = 32M

/b in /m o u n t  -t  u n io n fs u n io n fs /h o m e/k io sk  -o  

d ir s= /u n io n fs/h o m e= r w :/h o m e/k io sk = r o

/b in /su  --co m m an d = "/u sr /b in /x in i t " k io sk



/h o m e/k io sk /.x in i t r c
#!/b in /sh

f in d  /h o m e/k io sk  -n am e se ssio n st o r e .js -e x e c r m  {} \;

/u sr /b in /r at p o iso n  &

ex e c /u sr /b in /f i r e fo x  -fu l lsc r e e n



Pr in t  R e le ase St at io n s

• C u st o m  in i t t ab

• L o c k e d -d o w n  X

• A C PI co n f igu r e d  t o  k i l l Fi r e fo x  (r e st ar t  X ) 
w h e n  p o w e r  b u t t o n  p r e sse d



/e t c/ac p i
./eve n t s/p o w e r :

e ve n t = b u t t o n /p o w e r.*

ac t io n = /e t c/ac p i/r e se t x .sh

./r e se t x .sh :

#!/b in /sh

k i l la l l f i r e fo x



L ib r ar y K io sk  Feat u r e s
• K e r b e r o s au t h e n t ic at io n

• Pr in t in g

• Sav in g f i le s t o  U SB d ev ic e s

• Jav a ap p le t s

• Fir e fo x  p lu gin s

• A u d io

• V iew in g PD Fs, v id e o s, O ff ic e  d o c um en t s...



Par t ic u lar ly  H e lp fu l Si t e s

• h t t p ://w w w .ge n t o o -
w ik i.in fo /H O W TO _ R ead -
o n ly _ r o o t _ f i le sy st em

• h t t p ://w w w .e n g.u w at e r lo o .c a/t w ik i/b in /v iew /
L in u x /L in u x K io sk



A c k n o w le gm en t s

• Su r aj i t  B o se

• Pau l N u yu ju k ian

• Ian  C o m fo r t



T h an k s. Q u e st io n s?

Fo r  fu r t h e r  in fo r m at io n , c o n t ac t

d ak in g@ st an fo r d .e d u

Fi l l o u t  ev alu at io n s at :

h t t p ://w w w .r e sn e t sym p o siu m .o r g/r spm /evalu at io n /

mailto:daking@stanford.edu

